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Serious cyber perils continue unabated 
for almost all organizations and com-
puter users. While ransomware is by 
no means the only dangerous cyber risk 
exposure, it continues to plague many 
policyholders with its ability to impede, 
if not shutter, operations.

In the last several days, there have 
been three significant developments 
involving ransomware and malware at-
tacks. Some of the news was good and 
some was not.

New Developments in 
Ransomware Incidents

First, it was reported early this 
month that a California law enforce-
ment department was able to regain 
control of its systems after a security 
compromise. Last month, a hacker in-
filtrated the San Bernardino County 
Sheriff’s Department’s computer sys-
tem and disrupted access to the de-
partment’s systems. The hacker se-
cured a $1.1 million ransom, which 
was partially paid under the county’s 
cyber insurance coverage. According 
to the Associated Press, the malware 
attack prevented authorized access to 
“a system that provides information on 

whether a person is wanted for crimes 
elsewhere in the county.”

Second, the city of Dallas is presently 
dealing with a ransomware attack that 
is impeding police, fire, and medical dis-
patch. The effects of the malware have 
been ongoing for several days and ob-
viously imperil action-critical services 
that protect life and overall public safe-
ty. The city has not yet said whether it 
has paid any ransom or negotiated with 
the hackers as the city has been able to 
restore some of its computer systems.

Third, a recent decision from a New 
Jersey appeals court re-affirmed that 
a war risk exclusion in a property in-
surance tower could not be used to 
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Policyholders 
may have 
insurance 
coverage 
to pay for 
malware 
attacks, 
ransoms, and 
other security 
incidents that 
lead to losses 
and third-
party claims.

thwart coverage for pharma giant Mer-
ck for $1.4 billion in losses stemming 
from a malware infection, inserted in 
the global NotPetya attack of 2017, 
that spread to 40,000 Merck com-
puters. The insurance companies had 
argued that the malware was attribut-
able to Russia and triggered the exclu-
sion for war and hostile acts, based on 
allegations that the Sandworm hacking 
group within the GRU Russian mili-
tary intelligence organization had un-
leashed the malware globally in 2017. 
The appellate panel rejected the insur-
ance companies’ coverage argument 
and held that “this was not hostile or 
warlike action, and applying this exclu-
sion would be inappropriate.” 

The New Jersey decision is espe-
cially welcome news to policyholders 
after a disappointing property insur-
ance decision from the Ohio Supreme 
Court at the end 2022 involving insur-
ance protection against ransomware 
loss. In EMOI Servs., L.L.C. v. Owners Ins. 
Co., Ohio’s high court ruled that damage 
to software did not constitute “direct 
physical loss or damage.”

Cyber Perils Include 
Ransomware and Much More

Ransomware is not the only cyber 
threat that demands attention. Indeed, 
some security incidents involve no 
hacker at all. It was just revealed, for 
example, that the LAPD may have in-
advertently disclosed the identities of 
undercover law enforcement officers 
combatting drug cartels.

When vigilance fails, all is not doom 
and gloom. As illustrated above, policy-
holders may have insurance coverage 
to pay for malware attacks, ransoms, 
and other security incidents that lead to 
losses and third-party claims. Further-
more, some policyholders are able to 

recover from ransomware attacks with-
out paying a ransom, which is especially 
good news for a host of reasons.

Bottom line: Make sure you are up to 
date understanding the cyberattack vec-
tors used by hackers, and take all pru-
dent steps to secure systems and data 
(including data that is mobile and data 
that is hosted on third-party platforms).

Action Items After  
Hacking Occurs

When a hacker strikes, be prepared 
to move methodically through all of the 
steps needed to address the security in-
cident, including but not limited to:
•	 Contact law enforcement, including 

the FBI, promptly.
•	 Provide prompt notice to all poten-

tially relevant insurance companies, 
including those from whom you 
hold policies including cyber, crime, 
property, D&O, inland marine, and 
CGL coverage.

•	 Before paying a ransom, make sure 
to comply with Treasury Depart-
ment guidance concerning the trans-
fer of money to those who may be 
on the OFAC SDN list. The Specially 
Designated Nationals And Blocked 
Persons List (SDN) Human Read-
able Lists prohibits in most instanc-
es “U.S. persons” from dealing with 
anyone who appears among a “list of 
individuals and companies owned or 
controlled by, or acting for or on be-
half of, targeted countries. It also lists 
individuals, groups, and entities, such 
as terrorists and narcotics traffickers 
designated under programs that are 
not country-specific.”

•	 Work closely with a seasoned com-
puter forensics firm to determine the 
level and scope of the security breach. 
Remember that more recent malware 
strains have the ability to not only en-
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crypt data, but to exfiltrate it as well, 
thus potentially leading to a privacy 
event as well as loss of access to com-
puter systems and data. 
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