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To Pay or Not to Pay: Does
Your Insurance Policy Cover
Ransomware Losses?

Pamela D. Hans*

Abstract: Ransomware attacks are a rapidly growing threat
against organizations. Paying ransom demands is a risky
proposition and may even lead to sanctions against the tar-
geted company. Either way, the damage to a company’s opera-
tion and integrity can be cripplingly severe. Should a company
suffer losses from cyber extortion, its insurance company will
be one of the resources it turns to for relief. But with cyber
coverage increasingly out of reach for some, policyholders may
find coverage in more traditional coverages. In this article,
the author evaluates the potential for coverage under several
policy types, and underscores the importance of understanding
policy language, the relevant law, and the potential regulatory
ramifications of meeting ransom demands.

While the COVID-19 pandemic brought some industries to a
near or complete halt, it’s as if it had the opposite effect on busy
cybercriminals who continued to wreak havoc around the world.
The Wall Street Journal has reported that ransomware attacks have
increased by 300 percent in the past year.! Due to desired secrecy
among both targets and perpetrators, precise data on ransomware
attacks is not readily available. However, one study estimated that
companies paid at least $350 million in online extortions during
2020 alone,? and cybersecurity officials have estimated that the
damage to the U.S. economy was in the billions of dollars.’ Relat-
edly, cyber insurance policy premiums continue to rise, with higher
policy limits becoming increasingly difficult to procure. Many
companies, however, do not realize that they may recover losses
under more “traditional” insurance policies.
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In the typical ransomware attack, a hacker invades a network,
encrypts files, and seeks payment (usually in the form of crypto-
currency) to decrypt them. Some cybercriminals also threaten to
release sensitive or confidential information they have exfiltrated
from the policyholder’s network and demand additional ransom. As
the use of preventive measures to avert ransomware attacks becomes
increasingly important, companies should likewise be fully pre-
pared for the aftermath of an attack. No matter how sophisticated
a company’s network may be, the likelihood it will be the target of
a ransomware attack is high.* While often overlooked, insurance
can play a pivotal role in a company’s preparation plan.

A thorough understanding of a company’s insurance policies is
essential to mitigate the costs associated with ransomware attacks.

This article provides a brief overview of the primary policies
available to recover losses from cyber incidents and examines
potential legal ramifications of ransomware payments.

Coverage Under CGLs Versus Crime Policies
Versus Under Cyber Liability Network
Security Policies

Companies that want to protect themselves against first- and
third-party losses incurred as potential victims of cyber attacks
may seek to purchase an insurance policy. There are different types
of policies, both traditional and those that address cyber exposure
directly. Notably, policyholders may seek to recoup their losses
under a Commercial General Liability (CGL) policy, a Commercial
Crime policy, or a Cyber Liability and Network Security policy.

Commercial General Liability Policies

Companies usually purchase CGLs to protect themselves against
potential liability to third parties. A type of standard-form policy
provision, known as “Coverage A,” provides insurance for “prop-
erty damage” caused by an “occurrence” as defined in the policy.®
When it comes to ransomware, the issue with this kind of policy
is whether the terms “property damage” and “occurrence” apply
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to loss of electronic or software programs by cyber attacks.® Addi-
tionally, Coverage A policies could expressly exclude insurance for
ransomware payments and cyber-related losses in general. Cover-
age for cyber risks under CGLs is rare but depends on the specific
circumstances surrounding the claim, as well as on the terms and
exclusions of each policy, and the applicable law. If coverage is
found under the CGL policy, it may not contain first-party coverage.

Commercial Crime Policies

Commercial crime policies predate the insurgence of cyber-
crime. They were created decades ago primarily to insure the
policyholder against theft, fraud, and forgery of company assets
by both an employee and other third parties.” The classic example
is an individual or entity posing as the policyholder (or one of its
employees) or its bank to embezzle money.

Nowadays, crime policies can also include fraudulent instruc-
tion, funds transfer, and telephone fraud insurance, which covers
the loss of company assets transferred by unauthorized use of a
computer. These provisions, however, typically require the transfer
to be “direct” and “fraudulently caused.”® Issues arise as to whether
policyholders are entitled to recover ransom payments under
commercial crime policies. Most policyholders do not realize that
should coverage be afforded under the crime policy for the ransom
payment, tangential costs (such as legal, incident response, public
relations, business interruption, etc.) would not be covered.’ Insur-
ance companies resist application of these policies to ransomware
losses on the grounds that the losses were not caused directly by
unauthorized use of a computer, or that they were not fraudulently
caused.

Cyber Liability and Data Security Policies

Cyber policies are a relatively recent type of insurance con-
tract, specifically created to protect an organization’s intangible
assets from a data breach or other cyber attacks. They may contain
both first-party and third-party provisions, which insure loss of
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data or network interruption (first party), and liability to third
parties arising from data loss or theft (third party).!® In addition,
cyber liability policies can insure incidental costs associated with
ransomware attacks, such as payment of brokering fees associated
with the procurement of cryptocurrency, legal costs, computer-
forensic expertise and expenses, and dependent business inter-
ruption losses.!!

The main difference between a crime policy and a cyber liability
policy is that crime policies insure against the direct loss of funds,
whereas cyber policies insure against indirect losses, usually eco-
nomic losses due to a system failure or privacy controls. Another
difference between crime and cyber policies is that the first gener-
ally cover losses of tangible property (usually money or securities),
while the latter cover losses of intangible property (e.g., sensitive or
confidential information). !> However, because of the evolving laws
surrounding cyber risks there is a lot of overlap between crime-
and cyber-related losses. Thus, the line between the two types of
policies has become blurred, and many cyber attacks can trigger
both cyber and criminal policies.

G&G Oil Co. v. Continental Western Ins. Co.

In March 2021, the Indiana Supreme Court opened the possibil-
ity of insurance coverage for payment of ransom to cybercriminals
under commercial criminal policies. In G&#G Oil Co. v. Continental
Western Ins. Co., a company was locked out of its computer systems
by a ransomware attack."? After negotiations with the attackers and
consultations with the FBI, G&G had to pay $35,000 ransom in
bitcoin to obtain a decryption key from the cybercriminals. Later,
G&G filed a claim with its insurance company to recover the ran-
som under a commercial criminal policy.'* The insurance company
denied the claim on the grounds that the policyholder’s loss was
not fraudulently conveyed as required by the policy and that the
loss was not directly caused by unauthorized use of a computer, as
the transfer of money was made voluntarily by the policyholder."

The Indiana Supreme Court held that “fraudulently cause a
transfer” means “to obtain by trick”*® Thus, the Court concluded, if
G&G could show that the hackers had gained control of its computer
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system by trick, the crime policy was triggered. Additionally, the
Court interpreted the word “directly” to mean “immediately or
proximately without significant deviation from use of a computer,”
and found the payment was not truly voluntary but was made under
duress.'” As such, the Court found G&G’s ransom payment was
sufficiently close to the alleged unauthorized use of a computer.
This case is significant because it has recognized that policyholders
are not limited to cyber policies but may recover losses related to
cyber attacks under “traditional” policies as well.

Should Ransom Be Paid?

Policyholders must consider regulatory and legal ramifications
of paying ransom. While they may be able to recover payments
to cyber attackers through their insurance policies, paying ran-
som may lead to sanctions or even criminal charges.'® The Office
of Foreign Asset Control (OFAC) is a federal agency within the
Treasury Department in charge of implementing economic and
trade sanctions against countries and individuals (e.g., terrorists
and hackers) that are imposed by the U.S. government based on
foreign policy and national security considerations.'” In the field of
cybercrimes, OFAC maintains a list of perpetrators and facilitators
of ransomware attacks and transactions designated as “malicious
cyber actors.”*® Those actors and anyone assisting them is sanc-
tioned under relevant agency guidance and federal law. Specifically,
pursuant to a number of federal anti-corruption regulations and
sanctions laws,?! it is illegal to make ransom payments to foreign
terrorist organizations, or global terrorists specially designated
by OFAC. It does not matter whether these payments are made
directly or indirectly through an intermediary (such as an insurance
company), or whether the policyholder knows that a payment is
being made to a prohibited organization or person. The rationale
behind these sanctions is based not only on an attempt to prevent
future attacks by recurrent bad faith actors, but to protect against
funding of terrorist or criminal activities “adverse to the national
security and foreign policy objectives of the United States”> OFAC
has recently strengthened its guidance to discourage payment of
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ransomware by policyholders, forensics investigators, and insur-
ance companies.?

These regulations present several problems for incident response
firms and insurance companies alike. First, it can be very difficult
for policyholders to unmask the identity of anonymous attackers.*
As such, policyholders who are victims of ransom attacks may not
always know whether the attacker is part of OFAC's list of malicious
cyber actors. Second, because the attacked network generally can-
not be independently decrypted, critical data will be inaccessible
until satisfaction of the ransom. By discouraging payment of ran-
somware, OFAC guidance has the effect of exponentially increas-
ing business interruption costs as companies remain locked out of
essential data.”” Third, because it may be more cost-effective to pay
ransom, insurance companies are incentivized to raise premiums
and limit insurance coverage.* It is a common practice in the cyber
insurance marketplace for insurance companies to introduce co-
insurance on extortion (ransom) coverage, sublimate the coverage,
or remove it altogether. Because of the rising number of extortion
claims both in frequency and severity, insurance companies have
changed their underwriting guidelines. Many now require separate
supplemental applications regarding controls the policyholder has
in place to mitigate the threat of ransomware claims. For example,
many insurance companies require policyholders to implement
multifactor authentication before providing terms.”

On the other hand, ransom payments may do more harm than
good. As evidenced by the Colonial Pipeline attack in April 2021,
ransom payments embolden hackers to expand their criminal enter-
prise to more high-profile targets (like critical infrastructure),*
re-target previously attacked companies, and increase their ransom
demands.” Moreover, paying ransom does not guarantee a com-
pany will regain access to the encrypted data. Companies cannot
be sure that the hacker will give a working decryption key once
payment is made. Additionally, more sophisticated ransomware
attacks can hide a second layer of malware. After a company pays
a first ransom, the first layer of encryption is removed, but data
remains inaccessible, and the company will have to pay additional
ransom for a new decryption key.*® According to experts, there are
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also a number of hackers posing as legitimate companies offering
(non-working) decryption tools for a fee.*

What Should Companies Do?

Unfortunately, maintaining proper cyber hygiene to prevent
cyber attacks is not always sufficient. Hackers are getting more
and more sophisticated, and the chances of being the target of a
ransomware attack are very high. A company that does not have
a standalone cyber insurance policy is not necessarily left to hang
dry. Many policyholders do not realize their CGLs and commer-
cial crime policies cover losses relating to ransomware attacks.
Companies should also beware of potential sanctions and criminal
liability arising out of ransom payments. A thorough understand-
ing of the policy language, the relevant law, and potential regula-
tory ramifications is fundamental to ensure maximum protection
against cyber attacks.

* Pamela D. Hans (phans@andersonkill.com) is the managing
shareholder of Anderson Kill’s Philadelphia office. Her practice con-
centrates on insurance coverage exclusively on behalf of policyholders.
Pam is also a member of the firms COVID Task Group and Cyber
Recovery Group.
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