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In a pro-insurance coverage ruling,
the Indiana Supreme Court reversed a
lower court’s decision that crime cov-
erage did not exist for a ransomware
attack, while finding that fact issues
prevented a ruling at this time on one
key coverage issue. G&G Oil Co. of Indi-
ana, Inc. v. Contl. W. Ins. Co., 20S-PL-617,
2021 WL 1034982 (Ind. Mar. 18, 2021)

The case concerned an unfortunately
all too typical attack on G&G Qil’'s com-
puter system: ransomware. Specifi-
cally, the attack arose from a “malicious
computer code that renders the victim’s
computer useless by blocking access to
the programs and data.” Id. at *1. After
consulting the FBI, G&G Oil paid the
requested ransom with four bitcoins
worth nearly $35,000 to regain access
to its computer system.

G&G Oil's commercial crime policy
provided coverage for loss or damage
to “money,” “securities” and “other prop-
erty” “resulting directly from the use of
any computer to fraudulently cause a
transfer of that property from inside the
“premises” or “banking premises”:

a. To a person (other than a “messen-

ger”) outside those “premises”; or

b. To aplace outside those “premises”.

Id.
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The court addressed two coverage is-
sues, including: (1) whether the ransom-
ware attack constitutes “fraudulent”
conduct under the terms of the subject
policy, and (2) whether the loss ‘resulted
directly from the use of a computer.’

Preliminarily, the court considered
the insurance company'’s argument that
since G&G Oil had not purchased cover-
age for computer hacking and computer
virusinaseparate part of the policy, G&G
Oil’'s ransomware claim was “excluded”.
However, the Court disagreed, holding
that G&G Oil’s refusal to purchase such
coverage was not dispositive. The Court
concluded that the structure of the poli-
cy required that each coverage part had
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to be “read individually unless otherwise
specified.” Id. at *3.

The Indiana Supreme Court found
that the policy language was unambigu-
ous. The Court, however, rejected the
lower courts’ interpretation of the term
‘fraud’, ruling that the construction was
too narrow. Looking to multiple sourc-
es, including dictionary definitions, the
Court found that the terms “fraudu-
lently cause a transfer” can be reason-
ably understood from the standpoint of
a reasonably intelligent policyholder “as
simply ‘to obtain by trick.” Id. at *4. The
Court relied on authority for the rule
that the purpose of insurance is to insure.

However, in analyzing the parties’
cross-motions, the court held that nei-
ther G&G Oil nor its insurance company
were entitled to summary judgment.
The court reasoned that not every ran-
somware attack was fraudulent, finding,
for example, that: “if no safeguards were
put in place, it is possible a hacker could
enter company’s servers unhindered
and hold them hostage. There would
be no trick there.” Id. at *5. The Court
found that the record was incomplete,
and remanded the case and left G&G Qil
toits proof.

The Court similarly held the insur-
ance company was not entitled to sum-
mary judgment because it was unclear
whether G&G Oil's computer systems
were accessed and infiltrated by “trick”,
particularly since little was on the court
record about the initiating events giving
rise to the computer hack. In resolving
this question in favor of G&G Qil, the
non-moving party, the Court held the
insurance company was not entitled to
summary judgment on its cross-motion. Id.

Next, the Court examined whether
G&G Oil’s loss resulted directly from
the use of a computer. On the one hand,
G&G Oil argued that its loss resulted di-
rectly from the use of a computer, which
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would be covered under the policy. On
the other hand, the insurance company
argued G&G’s voluntary transfer of bit-
coin was an intervening cause that sev-
ered the causal chain such that, the loss
allegedly did not result “directly” from
the use of a computer.

The lower courts agreed with the in-
surance company, holding that the loss
did not result ‘directly from the use of a
computer.’ Specifically, the lower court
found that the voluntary payment of bit-
coin by G&G Oil to satisfy the ransom-
ware demand was an intervening cause
of the loss. Inreversing the lower courts,
the Indiana Supreme Court again looked
to multiple sources, including diction-
ary definitions, and held that G&G Oil’s
claim satisfied the definition of “resulting
directly from the use of a computer,” in
that G&G OQil’s actions (i.e., the transfer
of bitcoin) was “nearly the immediate
result - without significant deviation -
from the use of a computer.” Id. at *6.
In so holding, the Court acknowledged
G&G Oil’s transfer of bitcoin was vol-
untary, but “only in the sense G&G Oil
consciously made the payment.” Id. The
court found that under the facts, the
payment “more closely resembled one
made under duress,” and was not so re-
mote that the payment broke the causal
chain. Id.

The Indiana Supreme Court decision
is an important one for all policyholders,
particularly given the drastic increase
in ransomware attacks in recent years.
Policyholders with traditional crime in-
surance policies should be encouraged
by this decision, which is yet another
example that policyholders should not
accept a coverage denial at face value.
Many insurance companies will attempt
to apply an improperly narrow interpre-
tation of the scope of insurance protec-
tion under their insurance policies.

Many
insurance
companies
will attempt
lo apply an
improperly
narrow
inlerpretation
of the scope
of insurance
prolection
under their
insurance
policies.
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One must applaud G&G Oil’s per-
severance in seeing its insurance claim
through coverage denials and pro-insur-
ance company rulings before getting to
the Indiana Supreme Court. It is a les-
son in persistence for all policyholders.
Some organizations will have purchased
cyber insurance policies that provide
coverage for ransomware. G&G Qil po-
tentially provides coverage for those
that did not under their commercial
crime policies. &

ROBERT D. CHESLER is a shareholder in
Anderson Kill's New Jersey office and is a
member of the firm’s Cyber Insurance Re-
covery Group. Bob represents policyholders
in a broad variety of coverage claims against
their insurers and advises companies with
respect to their insurance programs.
rchesler@andersonkill.com

(973) 642-5864

About Anderson Kill

JOSHUA GOLD is a shareholder in Ander-
son Kill's New York office and is co-chair of
the firm’s Cyber Insurance Recovery Group.
Josh has represented corporate and non-
profit policyholders in various industries,
with recoveries for his clients well in excess
of $1.5 billion. His practice involves matters
ranging from data security, international ar-
bitration, directors and officers insurance,
business income/property insurance, com-
mercial crime insurance, admiralty, cargo,
and marine insurance disputes.
jgold@andersonkill.com

(212) 278-1886

JOHN P. LACEY JR. is an attorney prac-
ticing in Anderson Kill's New Jersey office.
John focuses his practice on insurance re-
covery and corporate litigation.
jlacey@andersonkill.com

(973) 642-5867

Anderson Kill practices law in the areas of Insurance Recovery, Commercial Litigation,
Environmental Law, Estates, Trusts and Tax Services, Corporate and Securities, Antitrust,
Banking and Lending, Bankruptcy and Restructuring, Real Estate and Construction, Foreign
Investment Recovery, Public Law, Government Affairs, Employment and Labor Law, Captive
Insurance, Intellectual Property, Corporate Tax, Hospitality, and Health Reform. Recognized
nationwide by Chambers USA, and best-known for its work in insurance recovery, the firm
represents policyholders only in insurance coverage disputes — with no ties to insurance
companies and has no conflicts of interest. Clients include Fortune 1000 companies, small and
medium-sized businesses, governmental entities, and nonprofits as well as personal estates.
The firm has offices in New York, NY, Stamford, CT, Newark, NJ, Philadelphia, PA, Washington,
D.C.and Los Angeles, CA.

This publication was prepared by Anderson Kill P.C. to provide information of inter-
est to readers. Distribution of this publication does not establish an attorney-client re-
lationship or provide legal advice. Prior results do not guarantee a similar outcome.
Future developments may supersede this information. We invite you to contact the editor,
Joshua Gold at jgold@andersonkill.com or (212) 278-1886, with any questions.

Attorney Advertising

We are
interested in
your feedback
on lopics for
future articles
and seminars.
Please email
us.

AndersonKill.com 3


http://www.andersonkill.com
mailto:rchesler%40andersonkill.com?subject=Cyber%20Insurance%20Alert
tel:9736425864
mailto:jgold%40andersonkill.com?subject=Cyber%20Insurance%20Alert
tel:2122781886 
mailto:jlacey%40andersonkill.com?subject=Cyber%20Insurance%20Alert
tel:9736425867
mailto:swilliams%40andersonkill.com?subject=Feedback%20on%20topics%20for%20future%20articles%20and%20seminars
mailto:swilliams%40andersonkill.com?subject=Feedback%20on%20topics%20for%20future%20articles%20and%20seminars
mailto:jgold%40andersonkill.com?subject=Cyber%20Insurance%20Alert
tel:2122781886

