
A significant amount of U.S. internet service was interrupted late last 
week by a distributed denial of service, or DDoS, attack on a major 
domain name server company. A domain name server is like a tele-

phone switchboard — it translates domain names like “www.google.com” 
into the numeric address needed to route client-side browser requests to 
the right server. If the “switchboard” is down, traffic can’t be routed, and a 
request to access particular webpages may fail. According to news reports, 
the recent attack used unsecured internet of things (IoT) devices — that is, 
internet-connected machines, appliances and objects, ranging from routers 
to refrigerators and thermostats — to flood the domain name servers with 
traffic, preventing legitimate users from accessing many major websites.

For many businesses, internet access is as critical as electricity and other 
basic utilities. Without reliable access to internet functionality, significant 
financial losses can result. One recent study suggests that a DDoS attack 
can result, on average, in losses of $40,000 an hour or more.1 In addition to 
lost revenue from service interruption, policyholders may also face third-
party claims from customers and others for a variety of reasons. 

Insurance coverage may play a role in mitigating such losses and likely 
will depend on the type and extent of claims at issue. First, the affected 
business should review what insurance coverage it has in place. Most 
businesses have liability coverage to protect against claims by third parties 
and it may apply in this context. Key provisions to look for include cyber 
extensions, exclusions or definitions.

Depending on the length and extent of service interruption, some 
form of business interruption coverage could be available for some poli-
cyholders. This sort of “first party” insurance coverage may be contained 
within a broad range of policies, from more generic property- and busi-
ness-owner package policies, to cyber-specific policy forms. Some policy 
forms may cover purely economic loss, without requiring underlying 
property damage. This can be the case under a variety of cyber insur-
ance policy forms, including network liability coverages that specifically 
cover DDoS attacks. Under those policies, coverage will be triggered if 
the outage is caused by a specified peril, which may include disruption 
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to service provided by one of the insured’s “service providers.” For 
more conventional all-risk or named peril property policies, coverage 
may still be available, but can require development of facts that show 
that an outage led to some amount of covered property damage. In 
both cases, careful attention must be paid to policy language and 
specific facts at issue in a particular claim. 

One issue to anticipate in a business interruption claim is the 
source of the disruption. The recent attack is different from more 
conventional DDoS attacks, in that it was directed at the DNS 
provider, as opposed to individual businesses. In contrast to a 
targeted DDoS attack focused on a particular business, downtime 
from a DNS provider attack may be analogous to an attack on a power 
plant or power transmission facility, as opposed to an attack on any 
individual company’s access to the power grid. How this impacts 
coverage will depend on policy language, which remains widely 
variable between insurance companies. While the scope and extent 
of coverage will depend on specific policy language, lost revenue 
from this sort of service interruption could potentially fall within a 
company’s “contingent business interruption” coverage. Other issues 
may also arise here, including appropriate documentation of losses, 
as well as time-element deductibles specifying minimum, or sub-
limits specifying maximum, periods of covered loss.

While risk managers and general counsel may be focused initially 
on first-party losses, third-party insurance may also be available. 
For example, product manufacturers facing liability claims alleging 
that faulty or insecure software or hardware played a role in the 
attack may look to cyber policies, as well as protection afforded by 
traditional CGL, D&O and E&O policies, depending on the claims at 
issue. While non-cyber policies often contain exclusions that insur-
ance companies might argue apply to DDoS-related claims, policy 
language is still evolving and not completely uniform.

As technology continues to march forward, insurance policies 
will provide some measure of protection for policyholder losses and 
claims by third parties. Careful review of policy language, whether 
pre-loss when insurance is being secured, or post-loss, will help 
maximize the amount of coverage that is available. 

1 “Incapsula Survey: What DDoS Attacks Really Cost Businesses,” available at 
https://lp.incapsula.com/rs/incapsulainc/images/eBook%20-%20DDoS%20Im-
pact%20Survey.pdf (last visited 10/24/2016).
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