
1 Attorney Advertising

C                           L                        A

COMMERCIAL LITIGATION ADVISOR

OMMERCIAL   ITIGATION    DVISOR

MAY 2016

Confidentiality Agreements:  
Two Lurking Problems
By John M. O’Connor and Carrie Maylor DiCanio

John M. O’Connor is a shareholder in the New York office of Anderson Kill. Mr. O’Connor, 
a former Assistant U.S. Attorney, is an experienced trial and appellate litigator and was a 
litigation strategist in the cited TransCanada case concerning business-interruption insurance.  
(212) 278-1014 |joconnor@andersonkill.com

Carrie Maylor DiCanio is an attorney in the New York office of Anderson Kill. Ms. DiCanio 
concentrates her practice on corporate and commercial litigation and insurance recovery, 
exclusively on behalf of policyholders. Ms. DiCanio also co-chairs Anderson Kill’s Women’s 
Network.  
(212) 278-1046 | cdicanio@andersonkill.com

B    usiness litigation these days frequently 
involves the production of voluminous 
documents in discovery. At the same 

time, clients may want their documents to be 
held confidential and to limit the persons who 
can examine them. The solution is usually for 
the parties to make the document production 
and related discovery subject to a confidential-
ity agreement. 

Given the time pressures inherent in meet-
ing discovery deadlines, and the prodigious 
number of documents to be reviewed and 
produced, counsel may adopt a confidential-
ity agreement that’s been used before and a 
“Let’s worry about that later” approach when 
it comes to identifying specific documents that 
will be subject to the agreement. 

However, kicking the can down the road in 
this fashion can lead to trouble later on. Two 
items that are problematic are “attorneys’ eyes 
only” provisions and attempts to require that 
documents filed in court be sealed.

What About the Client?
Attorneys’ eyes only provisions generally 

prohibit documents so designated from be-
ing disclosed to anyone other than the at-
torneys litigating the matter, including pro-
hibiting disclosure to the client. Yet many 
attorneys are not aware that such provisions 
may run afoul of two important and related 
principles:

1. �A client is entitled to participate mean-
ingfully in litigation in which it is  
involved.

2. �Outside counsel has an ethical obligation 
to inform the client of information ob-
tained in the litigation so that the client 
can make informed decisions. 

For these reasons, both case law and the 
New York Rules of Professional Conduct effec-
tively counsel that attorneys’ eyes only provi-
sions must be strictly limited to trade secrets 
or information that is akin to a trade secret in 
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that it would provide competitors with an ad-
vantage.

In the Gryphon case, the New York Appel-
late Division held that documents should not 
be designated “attorneys’ eyes only” when 
such a designation “prevents counsel from 
fully discussing with their clients all of the 
relevant information in the case so as to prop-
erly formulate a defense to the action against 
them.”1 In so holding, the First Department 
also pointed out that the defendants in the 
Gryphon case were not business competitors 
of the plaintiffs; instead the parties were sim-
ply adversaries in litigation. Claims of “preju-
dice” in litigation, not involving trade secrets, 
do not justify marking documents “attorneys’ 
eyes only.”2 

Similarly, the New York Rules of Profes-
sional Conduct compel lawyers to keep their 
clients informed to an extent that would vi-
olate most attorneys’ eyes only provisions. 
Specifically, Rule 1.4 (b) requires counsel to 
“explain a matter to the extent reasonably 
necessary to permit the client to make in-
formed decisions regarding the represen-
tation.” The rules also require a lawyer to 
“reasonably consult with the client about 
the means by which the client’s objectives 
are to be accomplished,” to “keep the cli-
ent reasonably informed about the status 
of the matter,” and “promptly comply with 
a client’s reasonable requests for informa-
tion.” Rule 1.4(a) (2-4). If an attorneys’ eyes 
only provision prohibits counsel from con-
sulting with in-house counsel or business 
principals concerning certain documents 
or information obtained in discovery, com-
plying with that provision can result in a 
violation of the New York Rules of Profes-
sional Conduct. 

What About the Public? 
Provisions that require the sealing of 

“confidential” documents that are submitted 
in court are also problematic. The Appellate 
Division has held that there is a strong pub-
lic interest, grounded in both constitutional 
and common law, in providing the public 
with access to documents and information 
that a court may use to render a decision.3  
In light of the “broad constitutional pre-

sumption” arising from the First and Sixth 
Amendments, “any order denying access 
must be narrowly tailored to serve compel-
ling objectives, such as a need for secrecy 
that outweighs the public’s right to access.”4 
The right of the public to access is also rec-
ognized in common law principles, which 
have “long recognized that civil actions and 
proceedings should be open to the public in 
order to ensure that they are conducted ef-
ficiently, honestly, and fairly.”5 

Accordingly, rules in New York prohibit 
sealing of court records “except upon a writ-
ten finding of good cause” that must specify 
the grounds for the sealing and must “con-
sider the interests of the public as well as 
the parties.”6 Even where the litigants agree 
to sealing, the strong public interest in the 
transparency of judicial proceedings may 
override their agreement. 

The classic situation in which there might 
be “good cause” for sealing would be a 
true trade secret, perhaps a patented man-
ufacturing formula. In contrast, a claim of 
“prejudice” in the litigation is not sufficient, 
especially where the opposing party is not 
a business competitor but is only a garden 
variety adverse party.7

The New York City Bar Association web-
site provides a model confidentiality agree-
ment (http://www.nycbar.org/pdf/report/
ModelConfidentiality.pdf) that is endorsed 
by New York’s Commercial Division. The 
model agreement does not contain an attor-
neys’ eyes only provision; however, it does 
contain “sealing” provisions that can cre-
ate both logistical and legal complications 
down the road. 

The “Moral” of the Story?
The takeaway here is that while it may 

seem convenient in the midst of document 
production to sign off on a confidentiality 
agreement and worry about the ramifications 
later, some provisions may warrant more im-
mediate scrutiny and analysis so as to avoid 
significant problems later. And designating a 
document that will be filed in court as “confi-
dential” should be limited to those situations, 
such as trade secrets, in which sealed filings 
are actually warranted. 
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